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Application Note:
Interceptor Remote Upgrade Using Microsoft IIS

The Interceptor requires a web or ftp server to support remote upgrade. This application note
shows how to use Microsoft IIS (Internet Information Server) to upgrade an Interceptor.

This application note was written for Windows 7. Other versions of Windows may show slight
differences.
1 Installing IIS

Click "Start" and then click "Control Panel". Click "Programs" and then "Turn windows Features on
or off".

Click "Internet Information Services" to install IIS. The default selection of sub-components is
adequate, so you don't need to drill down and change selections...
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To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.
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2 Configuring IIS and Upgrading the Interceptor

Open the IIS Manager under Administrative Tools

R e
] Control Panel » System and Security » Administrative Tools v Search Administrative Tools pel

Organize v [="] Open Burn

¢ Favorites [ Name Date modified Type

Bl Desktop 2]+ Component Services 7/13/200911:57 PM  Shortcut
& Downloads (& Computer Management 7/13/200911:54 PM  Shortcut
2| Recent Places Data Sources (ODBC) 7/13/200911:53 PM  Shortcut
¥ Dropbox desktop.ini 2/17/201010:00 AM  Configuration sett...
@ Event Viewer 7/13/200911:54 PM  Shortcut
4 Libraries ‘@ Internet Information Services (IIS) Manager 2/17/201010:00 AM  Shortcut
[ Documents fak, iSCSl Initiator 7/13/200911:54 PM  Shortcut
J’ Music @ Local Security Policy 11/24/2009 8:18 PM  Shortcut
[&=] Pictures @ Performance Monitor 7/13/200911:53 PM  Shortcut
£ videos @ Print Management 11/24/2009 8:18 PM  Shortcut
[a): Services 7/13/200911:54 PM  Shortcut
+& Homegroup (7 System Configuration 7/13/200911:53 PM  Shortcut
@ Task Scheduler 7/13/200911:54 PM  Shortcut
1% Computer ‘ﬂ Windows Firewall with Advanced Security 7/13/200911:54 PM  Shortcut
£ Local Disk (C:) Windows Memory Diagnostic 7/13/200911:53 PM  Shortcut
@ Windows PowerShell Modules 7/14/200912:32 AM  Shortcut

“! Network

Y Internet Information Services (IS) Manager Date modified: 2/17/2010 10:00 AM Date created: 2/17/2010 10:00 AM
% Shortcut Size: 1.24 KB
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There is a "Default Web Site" under "Sites" that we will tweak for our uses.
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&5 Internet Information Service:

@_@ [@ » PHOBOS » Sites » Default WebSite »

File View Help
, fault Web Si
—~ 0 Default Web Site Home e

€ it Permissions.
P a FLI;|OBO§ (pr'wbc;s\goertzen) Filter: - B8Go - Gy ShowAll | Groupby: Area Edit Permissions...
& Apphcatlon ools s Edit Site
48] Sites . Bind
M@ Default Web Site| 3 o= iy indings...
0, 3 ix‘ Q.-_j Basic Settings...
Authentic... Compression  Default Directory  Error Pages Handler
Document  Browsing Mappings

View Applications

View Virtual Directories

E] j‘»}aj & f”ﬁ ] & Manage Web Site

Logging MIME Types  Modules Output Request  SSL Settings © Restart

Caching Filtering D Start

Management @ Stop

Browse Web Site
=)

Browse *:80 (http)
Configurat... N
Editor Advanced Settings...

Configure
Limits...
Help
Online Help

Eﬁ Features View || - Content View

The site will want to operate on port 80 which may conflict with other services running on the
computer. Change port by clicking on "Bindings..." in the Actions box on the right hand side and
change the port to 8888.

IP address:
All Unassigned

Example: www.contoso.com or marketing.contoso.com
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IP Address

*

Type  Host Name

http

Binding Informa...

Click the "Explore" link under actions to see the directory for the website. Add the Interceptor

Upgrade Image to this folder.

( o e e S
LI Compute s toca 0ok € et oot

Organize v A Play v Burn New folder

»

& Dropbox “ [ Name Date modified

| aspnet_client 2/12/2010 9:11 AM

Type

File folder

3 Libraries

| Q 2.5.4009.upgrade.bin 2/11/2010 10:04 AM

VLC media file (.bi... 16,444 KB

@ Documents
J\ Music

[&=] Pictures
i Videos

2/17/2010 9:58 AM
2/17/2010 9:59 AM

|| iisstart.htm

W welcome.png

+& Homegroup

1% Computer
£, Local Disk (C:)

2.5.4009.upgrade.bin Date modified: 2/11/2010 10:04 AM
VLC media file (.bin) Size: 16.0 MB

&

Click the "Start" link to run the webserver.

Chrome HTML Do...
PNG image

1KB
181 KB

Date created: 2/17/201010:31 AM

Click "Browse" to launch a browser pointing to your new website:
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.~ pEEE —mER
[ 5y Favorites | 9% @ Suggested Sites v @] Web Slice Gallery v

- v [ deh v Pagev Safetyv Tools~v @~

internet information services

€ Intemet | Protected Mode: OFff

Change "localhost" to your IP address to verify that the site is available on your physical ethernet
interface:
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(3 () | &) htp://192.168.1.101:8388/

| g Favorites | g5 @@ Suggested Sites v 2] Web Slice Gallery +

- v [ deh v Pagev Safetyv Tools~v @~

internet information services

€ Intemet | Protected Mode: OFff

Test the URL for the upgrade binary to ensure it is available:
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Getting File Information:
2.5.4009.upgrade.bin from 192.168.1.101
|

Estimated time left:
Download to:
Transfer rate:

[] Close this dialog box when download completes

Do you want to open or save this file?

e Name: 2.5.4009.upgrade.bin
Type: VLC media file (.bin), 16.0MB
From: 192.168.1.101

[ open J[ save | [ Cancel ]

[¥/] Aways ask before opening this type of file

While files from the Intemet can be useful, some files can potentially
@ harm your computer. If you do not trust the source, do not open or
save this file. What's the risk?

€ Internet | Protected Mode: Off

The file is indeed available. Press cancel to abort download. The URL in the browser is the URL to
use in the Interceptor upgrade command. Use copy-paste from the web browser to the Interceptor
console to avoid typos...
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Interceptor
unnamed system

Enter Upgrade URL

192.168.1.101:8888/2.5.4009. upgrade. bin

<OK> <CANCEL>

version: 2.5.4009 User: root

NOTE: The URL in the above screen shot is truncated due to the limited size of the text entry box.
The full URL is:

http://192.168.1.101:8888/2.5.4009.upgrade.bin
Press OK to start the upgrade. The Interceptor will download the upgrade image, upgrade itself,
and then reboot.

IIS may now be stopped and optionally uninstalled.
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