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Application Note:
Downloading and installing software upgrade

The Interceptor has the capability to accept software upgrades, which are available from NIS Tech
Support (support@networkintegritysystems.com), or downloadable from the NIS website. When
the software is upgraded, all of the user configuration settings are retained. The following is the
procedure to upgrade an Interceptor using the NIS uwebserver application:

Download upgrade from NIS server:
1. Create a folder on the upgrade PC for temporarily holding the required files

2. Direct PC to the NIS website to download files:
www.networkintegritysystems.com/upgrade/

3. Click to download the following, NIS customer service will supply username and
password:
Uwebserver-choose_file.exe
2.5.4027.upgrade.bin

Install upgrade:

4, Verify the IP address of the computer housing the upgrade (this can be done by running
the command ipconfig from a command prompt on your PC). If the computer and
Interceptor are not on a network, they can be connected directly using an Ethernet
crossover cable. Please see Appendix A of this procedure to configure your PC for direct
Ethernet connection to the Interceptor.

5. Verify that the server PC can communicate with the Interceptor to be upgraded by
pinging the Interceptor’s IP address.

6. Turn off all antivirus software on the PC used for the upgrade, including Windows
Firewall.
7. Direct Windows Explorer to the folder where the downloaded files are located on the PC.

Double click on Uwebserver-choose_file.exe. Click “run”
8. A file location window will appear as shown below. Browse to the location of the

upgrade file folder created above. Select 2.5.4027.upgrade.bin as shown in
representation below, and click “open”.
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wv‘ I Computerb Local D (C) » upgrade-temp v Search upgrade-temp ) o

Organize v New folder =y 0O @

¢ Favorites = Name Date modified Type Si

Bl Desktop || 2.5.4027.upgrade.bin 3/9/201111:29 AM  BIN File

& Downloads * uwebserver-choose_file.exe 3/9/2011 11:23 AM
%5l Recent Places

% Dropbox

|, cygwin home

Application

.. Users home

4 Libraries
&l cygwin home
@ Documents
J’ Music

[&=| Pictures ~| [k

File name: | ~ AllFiles () -

[ Open Iv] ’ Cancel ]

9. The NIS webserver window will appear as shown below; click "Copy to Clipboard”. Note
that File name should be as shown, but Address may be different
NIS Micro Webserver
Server
File 2.5.4027.upgrade.bin
Server Address http://192.168.1.104:43583
Connections
10. Log into the Interceptor using a terminal emulator or Secure Shell client. Select

Upgrade from the Main Menu:
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Upgrade Menu
slUpgrade Via FTP/HTTP Server
Rehoot

Back

The location of the upgrade file is entered into the Upgrade window, it can be pasted from the
clipboard by right-clicking on the blank line. Click "OK".

Enter Upgrade URL
http://192.168.1.104:49583

<OK> <CANCEL>

The Interceptor will then display the following message:

Background upgrade started.
System will automatically reboot if the upgrade was successful.

Inspect the net log for results.

<OK>

While the upgrade is progressing, the status can be monitored at the bottom of the Micro
Webserver window.

IMPORTANT NOTE: Please allow a minimum of 5 minutes for the Interceptor to complete
the download and upgrade process. The Interceptor will reboot itself during this time. Do
not power down the Interceptor during this time.

6. After the upgrade has completed, you will be able to log back in to the Interceptor.

The Interceptor will indicate in its Network Log and syslog (if enabled) if the upgrade has
been successful:
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event="system started"”
event="system_rebooting"”
event="upgrade_success" user="admin"
event="upgrade start" user="acwin"

datetime="2006-10-04
datetime="2006-10-04
datetime="2006-10-04
datetime="2006-10-04
datetime="2006-10-04
datetime="2006-10-04
datetine="2006-10-04
datetime="2006-10-04
datetime="2006-10-04

event="session start"” user="admin"
event="auth success" user="admin"
event="auth success" user="admin"
event="ssh connect” src_address="10.2.1
event="session_end" user="admin"
event="session_start" user="adnmin"
event="auth success" user="adwmin"
event="auth success" user="adwmin"
event="ssh connect"” src address="10.2.1

pidatetine="2006-10-04 event="session end" user="admin"
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Appendix A: Configuring your Ethernet connection to communicate with the Interceptor
via a crossover cable

You will need to configure your Ethernet connection to have a static IP address if it will be
used with the Interceptor and will not be on a network with a DNS. First, you will need to
determine a network address that is in the same range as the one entered into the
Interceptor (for example, if the Interceptor is set to network address 10.2.1.10, set your
Ethernet settings to 10.2.1.11). This can be done as follows:

1: Under Start/Settings/Network Connections, select your Ethernet connection or card.
The Local Area Connection Properties window should appear:

L Local Area Connection Properties 2 x|

General | Authentication | Advanced |

Connect using:

Ing Intel(R) PRO/100 VE Network Conne

This connection uses the following items:
@i Client for Microsoft Networks

S File and Printer Sharing for Microsoft Networks
481 005 Packet Scheduler

Internet Protocol (TCP/IP)

Install... | Uninistall | Properties

i~ Description
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

™ Show icon in notification area when connected
[V Notify me when this connection has limited or no connectivity

oK I Cancel I

2: Select Internet Protocol (TCP/IP) and press Properties:
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3: Enter the PC address into the window as shown below:
21
Generall

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate |P settings.

¢ Dbtain an IP address automatically

—{% Use the following IP address:

P address: m. 2.1 .1
Subnet mask: I 255.255.255. 0
Default gateway: I | . . .

¢ Obtain DNS server address automatically

(% Use the following DNS server addresses:

Preferred DNS server: I . . .
Alternate DNS server: I . . .

Advanced...
Cancel

Select OK to close this window, then select Ok in the Local Area Connection Properties
window.

Your PC is now configured to communicate with the Interceptor. If the Interceptor is

connected directly to the PC (not through a switch), be sure to use a crossover cable (such
as Radio Shack p/n 278-2011) to connect the Interceptor to the PC.

AN-115/June 2011 Page 5 of 5



