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Application Note:
Use of Unbrowse SNMP Trap Receiver with Interceptor

The Interceptor has the capability of issuing SNMP Traps upon detecting an intrusion. Several
of our users have requested an inexpensive trap receiver application for use with the
Interceptor. This application note will detail the setup and use of such a trap receiver,
Unbrowse SNMP (http://www.unleashnetworks.com/unbrowse-snmp-product-page/unbrowse-
home.html )

Obtain MIB’s from NIS

Prior to receiving traps with the application, you will need to download the following MIB’s
(Management Information Base files) from the NIS FTP site. The file names are:

NETWORKINTEGRITYSYSTEMS-GENERALFOIDS-MIB.txt
NETWORKINTEGRITYSYSTEMS-GLOBAL-REG.txt

Download and install Unbrowse SNMP

Download and install the Unbrowse SNMP application, accessible from the following link:
http://www.unleashnetworks.com/unbrowse-snmp-product-page/unbrowse-home.html

Follow the instructions as indicated in the installation file. Choose “Typical Installation” when
prompted.

Compile MIB’s

The MIB files downloaded from NIS must first be compiled into the Unbrowse SNMP format. Do
this as follows:

1. At the main Unbrowse SNMP screen, select Repository/Batch Compile

2. Change the file type to .TXT, then select the two NIS MIB’s as shown below:

Look in: | (=) 070822_1057 (D:) ~| @« B

L= e T ORKINTEGRITYSYSTEMS-GENERALFOIDS-MIE
L] e T ORKINTEGRITYSYSTEMS-GLOBAL-REG

Flename:  ["NETWORKINTEGRITYSYSTEMS-GENERAL
Files of type: | Text Files [t | Cancel
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Press Open; the compiler will then process the MIB’s and add them to the Repository.

*%* Unbrowse SNMP
File Edit Yiew Repository Agents Tools Traps Security Help

— ~— | » - 0 0 = ~y D s || I'l 5
D-OHIS % 0B9e SIS T0/B® @RS e roes
[+ 5 System
=4 Local
=) All User Modules
METWORKINTEGRITYSYSTEMS-GLOBAL-REG
METWORKINTEGRITYSYSTEMS-GENERALFOIDS-MIB

B8 Unbrowse MIB Compiler - Control Window

MIB Compiler
Compiling 2 files

~ Compilation statu:
No | SMI File | Status | Erors | Warnings | Time
1 D:ANETWORKINTEGRITYSYSTEMS-GLOBAL-REG.tat Success 0 0 2610 ms
2 DANETWORKINTEGRITYSYSTEMS-GENERALFOIDS-MIB.tst  Success 0 0 1156 ms

Batch compilation done

\ﬂ Modules ‘ 150150 Tree (

Unbrowse AtMIBZ MIB Compiler, Copyright (c) 2005, Unleash Networks, All rights reserved
Compiling D:\NETWORKINTEGRITYSYSTEMS-GLOBAL-REG. txt..
0K : 0 Errors, 0 Warnings

N

n CTUNTNAT CATHC WD ewre

Famnd 1

\ l:ompil:*‘f

Ready

4. Press Close when the process has completed.

Add Agent

In order for Unbrowse SNMP to recognize the Interceptor, the Interceptor must be added to
Unbrowse SNMP as an Agent. Create an Agent as follows:

At the main Unbrowse SNMP screen, select Agents/Manage/Create new Agent. This function
appears as a button on the Agents/Manage screen.
Click on the new agent, and select the Edit Selected Agent button. Configure the Agent as
shown below:
Agent Name: reference name for this Interceptor in Unbrowse SNMP
IP Address: Address of the Interceptor issuing traps
SNMP Version: Version of SNMP you wish to use. NOTE: The Interceptor does not currently
have SNMPv1 capability
Read Community: This is the Read “password” used for access to the Interceptor via SNMP.
This must match the RO Community String set in the Interceptor SNMP Configuration, and the
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Target Community String in the Interceptor Alarm Target. Leave this setting as “public”
(default) unless you specifically wish to change it for your needs.
Write Community: This is the Read/Write “password” used for access to the Interceptor via
SNMP. This must match the RW Community String set in the Interceptor SNMP Configuration.
Leave this setting as “nowrite” (default) unless you specifically wish to change it for your needs.

Edit Agent X

Basic l Advanced ]

Agent Name Interceptor SMF R+D

IP Address | 10 5 1 . gg * Nomal(IPvd)Address
’ " IPv6 Address

SNMP Version shmp v2c v

v1M2 |V3 |

Fead Community  |public
\Write Community nowrite

oK I Cancel |

3. Press Ok to enable set features.

Set up Interceptor SNMP Configuration

The SNMP Configuration of the Interceptor (accessed from the main Interceptor screen, under
Comms Configuration/SNMP Configuration) must be set up as shown below:

Set sysName as you wish it to appear in the SNMP application
Set sysLocation as you wish it to appear in the SNMP application
Set sysContact as you wish it to appear in the SNMP application
Set the RO Community String to match the Read Community setting in the Agent in the
previous example (if default setting for the Read Community in step 2 in Add Agent above was
“public”, enter it here)

Set the RW Community String to match the Write Community setting in the Agent in the
previous example (if default setting for the Write Community in step 2 in Add Agent above was
“nowrite”, enter it here)

Set Enable SNMPv2c to Yes

AN-107/June 2011 April 18, 2012 3



Network Integrity Systems
1937 Tate Blvd SE
\ Hickory, NC 28602
hone: 828.322.2181
Networkintegrity :

Fax: 828.322.5294
SYSTEMS

info@networkintegritysystems.com
www.networkintegritysystems.com

We Bring Security To Light™

£%10.2.1.66 - PuTTY : 101 x|
Interceptor _A_|

unnamed sSystem

SNMP Configuration

Engine ID: 80:00:63:9£:03:00:40:53:0b:6£:£fd
sysDescr: Interceptor v2.3.2844

sysNawe: <Int_R+D>

sysLocation: <R+D_Eench>

sysContact: <Mark Bridges NIS>

RO Community String (v1/2c): <public>

RW Community String (v1/2c): <nowrite>

Enable SNMPv1: <no>
Enable SNMPwvac: <yes>
Enable SNMPv3: <no>

Back

.2844 User: adwmin

Set up Interceptor SNMP Alarm Target

It is necessary to configure an Alarm Target so that the Interceptor will send SNMP Traps to the
Trap Receiver. Do this as follows:

In the Interceptor main screen, select Alarm Target Configuration/Add Alarm Target.
Enter the name of the Alarm Target (this will be used to identify the Target within the
Interceptor).

Select SNMP Notification (Trap) from the next menu.

Enter the following information in the Create SNMP Notification Target screen:
Target IP Address: the IP address of the PC with the Unbrowse SNMP application

(NOTE: To find the IP Address of the PC, select Start/Programs/Accessories/Command prompt.
Enter “ipconfig” on the command line, and press Enter. The indicated IP Address of the
network interface in use will be the IP address entered at this time.)

Target Community String: This “password” must match the Read Community string as set up in
the Unbrowse SNMP Agent for the Interceptor (if default setting for the Read Community in
step 2 in Add Agent above was “public”, enter it here)

Edit SNMP Notification Target

Press Tab to move to the next field, or
Backspace to move to the previous field

Target IP Address 1
Target Community String

<OK> <CANCEL>
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Select OK to finish the Alarm Target setup.
You are now ready to send and receive traps with the Interceptor and Unbrowse SNMP.
Start Trap Reception
In order to receive traps, you will need to enable the Trap Console in Unbrowse SNMP. Enable
this function by selecting Traps/New Trap Console. After the Trap Console has started, press

the yellow arrow to start receiving Traps.

As traps are received, they will appear as follows:

% Unbrowse SNMP. - [Trap Console : Untitled *]

T File Edit View Repository Agents Tools Traps Security Help - |
T v A [l ] QL | oz | e R % | Recent [—L|
D-OHISX el Bss T o Bw e d S, o

”
-§5 System o H ﬁ] Select Filter
= 4 Local L y E
=2 Al User Modules D [ Received [ Type [ Details | [~ vetailed Trap Contents
{C METWORKINTEGRITYSYSTEMS-GL 4 Interceptor SMF R+D N Trap from 10.2.1.66 (Interceptor SMF @ TrapID: 1
& METWORKINTEGRITYSYSTEMS-GE public ? h IE R+D, ity public. Uptime @ Received time : 8/22/2007 12:11:41
notify 8/22/2007 12:11:48 PM.8011¢ 00h:58m: 465,27, Bindings @ PDU Type : NOTIFY
3 Interceptor SMF R+D - Trap from 10.2.1.66 (Interceptor SMF @ Version : SNMP v2c
public @ h IE ity public, Uptime 4
notify  8/22/2007 12:11:43 PM.5950¢ 00h:58m:415.07. Bindings > Agent Address : 10.2.1.66
2 Interceptor SMF R+D o s - Trap from 10.2.1.66 (Interceptor SMF »> Source Address : 10.2.1.66 (maybe
public @ R4D ikl e b Manager Address : 10.2.1.33
notify 872202007 12111142 PM.9216} 00h:58m: 405,39, Bindings @ Trap OID: .1.3.6.1,4.1.25503.1.2,
i Interceptor SMF R+D ? - e N |Tvap from 10.2.1.66 (Interceptor SMF @ SysUpTime : 351912 ( 00h:58m:3%
bli R+D, ity public. Uptime i
notify 872272007 12:11:41 PM.6470) 1 ). 39 12{)gindi"gz 4 Community : public
=1 Variable bindings : Count 3
#-# sysUpTime.0 = 351912
+ % snmpTrapOID.0 = channelEven!
=% pidsState.1 = (4) halt
@ OID:.1.3.6.1.4.1.25503.1
0 Value : 4
=] ’f) Trap Profile
% Mo profile defined : Using default

< > £ 2% >
g Modules Receiving  Intel(R) PROJ1000 PL Network Connection - Packet Scheduler Miniport ‘Winpcap Trap Count: 4 01h:28m:53s

' Compile

Ready

In this case there were four traps received, the first was an Intrusion trap, and the other three
were Event State Change traps issued as the Interceptor was reset. If you wish to view the
Detailed Trap Contents window as shown above, press the Show/Hide Trap Details Window

selection button at the top of the Trap Window.

NOTE 1: If traps are not received, verify that the proper network interface is specified in the
line near the bottom of the Trap Console.

Editing Trap Profile

In Unbrowse SNMP, it is possible to use a received trap to create a Trap Profile, which will then
modify the appearance of the same traps in a way that the user specifies. We will use the Trap

Profile feature to highlight Event Intrusion traps for greater visibility. NOTE: The specific trap
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must be visible in the Trap Console before its Trap Profile may be edited. Set up the Trap
Profile as follows:

Right click on the channelEventlIntrusion trap, and select Define Trap Profile. Select Yes when
asked if you wish to create a Trap Profile.
Enter the information fields in the Trap Profile as follows:
Name, Module, OID: Do not change these
Severity Level: Select the level of the trap severity; CRITICAL will highlight the trap in red as
shown in our examples
Display Format: Enter as shown below; this will display the pidsState variable, which displays
the Interceptor channel that has detected an intrusion
There are other options, such as Trap Speak, which will then give an audible indication (from a
user specified .wav file) when a channelEventlIntrusion trap is received

Trap Profile Properties @

Trap profile for SNMP Trap

Name ]channeIEventlntrusion

Module ]NETWDHKINTEGHITYSYSTEMS-GE

(u][s} ].1.3.814.1‘25503.1,2.1.3.2

Severity Level ‘CF!ITICAL LI

Trap Groups ] _v_]

Display Format Trap from %1 vars >

Trap Speak ‘)))] vars >

Correlation ] LS)I
T [EIK

Press OK. The received channelEventIntrusion traps in the Trap Console will change to reflect
the entries in the Trap Profile. See the figure below for an example:
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2% Unbrowse SNMP. - [Trap Console : Untitled *]

__| File Edit View Repository Agents Tools Traps Security Help

-8 X
= = 0 L e[ Q o [ - [ (3 (| [Reeent o1
D-2H ké oo Al e N 4\.} :;\ i 9) @ '@ “ 1$ L0 Objects /fINOCtets >
w5 System @ H " ﬁ Select Filter
= 14 Local L ® E
=8 {“]User Modules D [ Received [ Type [ Details | [= 8 Detailed Trap Contents
b] NETWORKINTEGRITYSYSTEMS-GL 4 Interceptor SMF R+D - o Trap from 10.2.1.66 (Interceptor SMF @ TrapID: 1
& NETWORKINTEGRITYSYSTEMS-GE public i ? R+D; ity public. Uptime @ Received time : 8/22/2007 1:48:00 PM.760329
notify  8/22/2007 1:48:08 PM.31580; 02h:35m: 065,27, Bindings @ PDU Type : NOTIFY
3  Interceptor SMF R+D @ n o Trap from 10.2.1.66 (Interceptor SMF @ Version : SNMP v2¢
public R+D, ublic. Uptime f
notify  §/22/2007 1:48:02 PM.89680: 02h:35m: 005,85, Bindings > Agent Address : 10.2.1.66
2  Interceptor SMF R+D Trap from 10.2.1.66 (Interceptor SMF w Source Address : 10.2.1.66 (maybe a proxy)
public @ h IEventS + ity public. Uptime . Manager Address : 10.2.1.33
notify 8/22/2007 1:48:01 PM.44349¢

R+D;
02h:34m;:595.40. Bindings @ TrapOID:.1.3.6.1.4.1.25503.1.2.1.3.2
=~ @ SysUpTime : 929872 ( 02h:34m:585.72 )
‘? -4 Community : public
-1 Variable bindings : Count 3
# % sysUpTime.0 = 929872
+ & snmpTrapOID.0 = channelEventIntrusion
+ @& pidsState.1 = (4) halt
=% Trap Profile
& Severity : CRITICAL
# Display Format : Trap from %1
# Speak Format : Using Default
# Member of Trap Groups :

< > £ >

@ Medules Receiving  Intel(R) PROJf1000 PL Network Connection - Packet Scheduler Miniport ‘Winpcap Trap Count: 4 00h:04m:43s.
'\ Compile |
Ready

The Intrusion trap is highlighted in red, and in the Details column it can be seen that channel 1
has detected an intrusion (pidsState.1), and the channel is in Halt.

Create a Trap Filter

If desired, the user may create a Trap Filter to Unbrowse SNMP that will prevent the
channelEventState traps (or any other selected traps) from displaying in the Trap Console. This
filter may be created as follows:

Select Traps/Manage Filters from the main Unbrowse SNMP screen.
Double click on Create a new SNMP Trap Filter.
In the Trap Filter Properties screen, enter the following information:
Filter Name: enter the name of the filter

Trap Filter Properties @

Filter Name |channeIEventStale filteq

Agents Allow all agents Change..
Managers  Allow traps sent to all SNMP management stations Change..

Ports Allow standard SNMP Port (162) Change..

fFEE

Traps Allow all traps Change..

Versions | SNMP v1, SNMP v2c, SNMP... v |

Messages | TRAP,NOTIFY,INFORM v |

Cancel
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Traps: press Change
in the “Trap Filter: allow or block specific traps” screen press Add. In the Select Traps screen,
click on the channelEventStateChange trap (or the trap you wish to filter) as shown below:

Select Traps @

Available Traps

Module | Name | oD [
SNMP-REPEATER-MIEB rptrHealth 1.36.1.21.2201
SNMP-REPEATER-MIB rptiGroupChange 1.361.21.2202
SNMP-REPEATER-MIB rptrResetEvent 1.361.21.2203
SNMP-REPEATER-MIB rptrinfoHealth 1

SNMP-REPEATER-MIB rptrinfoResetEvent

NETWORKINTEGRL... | channelE ventstateChange 36.1.4.1.25503.1.2...
NETWORKINTEGRI... channelEventintrusion .1.3.6.1.41.25503.1.2....

NETWORKINTEGRI... channelEventBoundary .1.3.6.1.41.255031.2....
SNMPv2-MIB coldStart 1.36.1.631.1.51
SNMPv2-MIB warmStart 1.36.1.631.152
IF-MIB linkDown 1361631153
IF-MIB linkUp 1.36.1.631.1.54
SNMPv2-MIB authenticationF ailure 1.36.1.631.155

Trap definitions available : 13

Show Definition Cancel | oK |

Press OK, the Trap Filter screen should reappear with the selected trap to be filtered. Now
select BLOCK Mode as shown below:

Trap Filter : Allow or block specific Traps @

" ALLOW Mode: Allow only these traps to get through
+ BLOCK Mode: Block these traps from getting through

Remove '

Name | oD
channelE ventStateChange 1.3.6.1.4.1.25603.1.2.1.31

Block these traps

Cancel | oK I

Press OK three times to complete the filter setup.

When the Trap Console is restarted, select the Trap Filter you just created from the Select Filter
selection button at the top of the Console screen (you will also need to stop trap reception in
order to make this selection by pressing the Stop the Trap Console button at the top of the
Console screen). The traps selected in the Trap Filter will then not be displayed in the Console
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screen. In the following screen, the channelEventStateChange traps are filtered, only allowing
intrusion traps from the Interceptor to be displayed on the Trap Console:

2 Unbrowse SNMP. - [Trap Console : Untitled *]
Tl Ele Edit View Repository Agents Tools Traps Security Help

D-OH & X Wwelpg®Bss T e Beeedd e o &

1% System [ @ H » ﬁ Select Filter |-/ Y
=4 Local = =t
=12) All User Modules D Received Type Details =1 (¥ Detailed Trap Contents

(% NETWORKINTEGRITYSYSTES
!% NETWORKINTEGRITYSYSTE!
!% NETWORKINTEGRITYSYSTE!
b NETWORKINTEGRITYSYSTE!

@ TrapID:1

@ Received time : 8{23/2007 1:31:48 PM.991975
@ PDU Type : NOTIFY

@ Version : SNMP v2c

> Agent Address : 10.2.1.66
b Source Address : 10.2.1.66 (maybe a proxy)
.5 Manager Address : 10.2,1.33
@ TrapOID: .1.3.6.1.4.1,25503.1.2.1.3.2
@ SysUpTime : 7673317 { 21h:18m:53s.17 )
-4 Community : public

=-“¢¥ Variable bindings : Count 3
+-# sysUpTime.0 = 7673317
+ @ snmpTrapOID.0 = channelEventIntrusion
+# pidsState.1 = (4) halt

= ﬁ Trap Profile

% Severity : CRITICAL
% Display Format : Trap from %1
% Speak Format : Using Default
% Member of Trap Groups :

PR A I >

< s

g Modules Receiving  Intel(R) PROJ1000 PL Network Connection - Packet Scheduler Miniport ‘Winpcap Trap Count: 3 00h:01m:20s
Unbrowse AtMIB2 MIB Compiler, Copyright (c) 2005, Unleash Networks, All rights reserved -~
Compiling D:\NETWORKINTEGRITYSYSTEMS-GENERALFOIDS-MIE. txt..
OK : 0 Errors, 0 Warnings

et 1S D
'\ Compile

Ready NUM

cropar oo,

IMPORTANT NOTE:

In order for Unbrowse SNMP to receive traps in most cases, you must disable any antivirus
software (such as Norton Antivirus or Windows Firewall) on the host PC.
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